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Jake Richard Meyers - Information Technology & Cybersecurity 

Architect - v26.8.18 - Standard 

Profile 

Background 

Education 

The University of Michigan, Ann Arbor, MI 

 College of Literature, Science, and the Arts (LSA) | Biochemistry, Economics, and Data Science 

 School of Music, Theatre, and Dance (SMTD) | Design & Production, Stage Management, Lighting 

Design & Electrics, Sound Engineering, and Music Production 

Detroit Country Day School, Beverly Hills, MI 

 High School Diploma | College Preparatory Curriculum 

Skills 

 AI Systems, Safety & Applied LLM Engineering* 

 Deterministic guardrails, immutable attribution, continuous red-team/blue-team exercises, adversarial 

safety-control testing, prompt-injection and jailbreak evaluation, model evaluation frameworks, secure 

LLM deployment patterns, Retrieval-Augmented Generation (RAG), vector databases and embeddings, 

model- and platform-agnostic XLM (LLM/SLM) orchestration, MCP toolkits, Azure AI Foundry, 

Ollama/local models, hybrid multi-model routing, token optimization, AI-assisted development 

guardrails 

 Azure Data, Analytics & AI Platforms* 

 Azure Databricks, Databricks lakehouse architecture, Apache Spark, Delta Lake, Unity Catalog, 

MLflow, medallion architecture, Azure Data Lake Storage, Microsoft Fabric, OneLake integration 

patterns, Azure Synapse Analytics, Azure Machine Learning, Azure AI Services, Azure Data Factory, 

Event Hubs, streaming analytics, data lakes, data warehouses, data landing zones, governed analytics 

platforms, reusable reference architectures, workload modernization, production readiness, Cloud 

Adoption Framework, Azure Well-Architected Framework for analytics and AI workloads 

 Identity, Access & Cryptography* 

 Microsoft Entra ID / Azure AD, Entra ID Governance, access reviews, entitlement management, 

Privileged Identity Management (PIM), Just-in-Time access, Continuous Access Evaluation (CAE), 

Conditional Access, passwordless deployment programs, FIDO / MFA, workload identities, managed 

identities, service principals at scale, RBAC & least-privilege design, Just Enough Administration 

(JEA), Azure Key Vault, secrets-management patterns, certificate-based authentication, PKI, certificate 

lifecycle management, Bring-Your-Own-Key (BYOK) & Hold-Your-Own-Key (HYOK) cryptography, 

Active Directory (schema-level) Domain/Certificate/Federation Services, Okta, Okta Workflows, 

Lifecycle Management, Ping, customer identity and access management (CIAM), Entra ID B2C, Auth0 

patterns, SCIM and automated lifecycle provisioning 

 Cybersecurity Architecture, Detection & Operations* 

 Zero Trust, Microsoft Defender / Purview, Defender for Cloud Apps, Pentera, SIEM / SOAR, Microsoft 

Sentinel analytics rules, hunting, UEBA, KQL, SASE, XDR & vulnerability management, Attack 

Surface Reduction (ASR), Windows Defender Application Control (WDAC), AppLocker, endpoint 

protection, incident response & post-incident remediation, privileged-access overhauls, shadow IT 

discovery, Secure Score and Identity Secure Score programs, threat modeling, anti-bot / anti-fraud / 

account-abuse controls, bot-management platforms, DDoS mitigation, WAF operational ownership, 

HAProxy Enterprise WAF patterns, application security controls as code, rate-limit and routing policy 

as code, REST and GraphQL API security, SSDLC and secure delivery frameworks, OWASP SAMM / 

BSIMM-aligned maturity programs, change-integrated security scanning 
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 Microsoft Purview, DLP & Information Protection* 

 Microsoft Purview Data Loss Prevention across Microsoft 365 and endpoints, Exchange / SharePoint / 

OneDrive / Teams DLP, sensitivity labels, auto-labeling, retention labels and policies, Insider Risk 

Management, eDiscovery, content explorer, data classification, sensitive-data discovery and mapping, 

DLP policy authoring, testing, deployment, monitoring, tuning, false-positive reduction, alert 

investigation, remediation workflows, AD RMS to Azure Information Protection (AIP) to Microsoft 

Information Protection (MIP) to Purview modernization, Zero Trust-aligned information protection 

 Cloud, Network & Enterprise Infrastructure* 

 Azure Landing Zones, Azure Policy, Landing Zone Accelerator patterns, Azure Arc, Virtual WAN, 

Azure Stack, hybrid cloud, multi-cloud operations across Azure, AWS, and Google Cloud Platform 

(GCP), Azure / GCP security and third-party-risk comparisons, Azure Private Link / Private Endpoints, 

Application Gateway, Front Door, Azure Firewall Premium, Web Application Firewall (WAF), 

Network Security Groups (NSG), Application Security Groups (ASG), Well-Architected Framework, 

private cloud / bare metal / OpenStack, geo-resiliency, high-availability patterns, vendor-agnostic 

infrastructure schemas 

 Infrastructure as Code, DevOps & Supply Chain* 

 Terraform, ARM / Bicep, PowerShell, GitHub, Azure DevOps, GitHub Advanced Security, CodeQL, 

Dependabot, CI/CD pipelines, Policy as Code, drift detection, Infrastructure-as-Code engines, repository 

governance, configuration management patterns, AKS / Kubernetes, full lifecycle automation, SecOps 

automation, Software Bill of Materials (SBOM), supply-chain security 

 Observability, Cost & Platform Operations* 

 Azure Monitor, Log Analytics, KQL, observability patterns, edge-to-transaction and edge-to-application 

telemetry, Azure Cost Management, FinOps, cloud-cost optimization, IT financial management, budget 

ownership, P&L ownership, operational dashboards, service delivery, SLA and operational performance 

systems, ITIL/MSP operating models, on-call and high-demand event support models, game-day / 

ticket-launch style operating patterns, large-scale remote-work enablement, executive and cross-

functional stakeholder engagement, non-technical stakeholder training and awareness programs, project 

and program management, SCRUM leadership, mentoring and technical training program development 

 Languages, Data Systems & Database Security* 

 Rust, Python, C# / .NET, Node.js / Next.js, PowerShell, SQL (multiple dialects), R, C/FFI; Microsoft 

SQL Server Always On, PostgreSQL, MySQL, Cosmos DB / MongoDB, Oracle, large-scale (petabyte-

class) data environments, live interconversion & normalization, Always Encrypted, Dynamic Data 

Masking, Row-Level Security 

 Networking, Storage & Core Infrastructure* 

 SD-WAN / SDN, data-center and enterprise network architecture, BGP, OSPF, VXLAN / EVPN, 

network fabric, multicast, QoS, network reliability engineering (NRE), chaos / self-healing network 

practices, CDN and edge networking, Fastly / Akamai / Cloudflare patterns, HAProxy at edge, 

streaming and media-transport support patterns, virtual networking and firewalls, Storage Spaces Direct 

(S2D), DFS, Windows Failover Clustering, VDI, VPN scale-out, Active Directory infrastructure, Azure 

and hybrid connectivity foundations 

 Compliance, Governance & Control Assurance* 

 NIST CSF 2.0, CJIS, HIPAA, PCI, CUI, PII, law-enforcement and public-safety data protection, 

financial and health data protection, export-controlled data, FIPS, FISA, FINRA, SEC, CMMC, 

FedRAMP / StateRAMP, securities-regulation environments, continuous control monitoring, audit 

automation, enterprise architecture review boards, standards libraries, decision records, GRC / 

ServiceNow integration, SDLC policy enforcement, secure architecture review, control evidence and 

reporting 

 Microsoft 365 & Modern Workplace* 

 Teams, Exchange Online, SharePoint / OneDrive, Bookings, Microsoft Purview compliance 

administration, Conditional Access for M365, endpoint and identity cloud-management foundations, 

collaboration governance 
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 Additional* 

 MSP and ITIL service delivery models, venue / stadium / live-event technology support from 

entertainment production background, high-visibility public-facing environments, cross-functional & 

executive engagement, project and program management & SCRUM leadership, mentoring & technical 

training program development 
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